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Figure 1: First-person capture with our three-tier protocol: (a) all faces are blurred on-device by default; (b) selected faces are replaced with
identity-neutral synthetic faces; (c) after per-person consent, only consenting faces are restored while others remain protected.

Abstract
The growing popularity of wearable camera glasses raises press-
ing concerns about bystanders being recorded without their con-
sent. Most existing privacy-enhancing technologies (PETs) rely
on opt-out models that place the burden of privacy protection on
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bystanders. We conducted a qualitative study on wearers’ and by-
standers’ perceptions of opt-in, privacy-by-default approaches for
camera glasses. To enable this study, we designed and evaluated
an opt-in privacy-by-default protocol. We then conducted semi-
structured interviews with camera glass wearers and bystanders
(𝑁 = 18) to examine their perceptions of the protocol. Our findings
show that bystanders viewed the opt-in protocol as essential and
advocated for even stronger anonymization. Wearers appreciated
the protocol’s safeguards but found it visually limiting, expressing
desire for a context-dependent version that can be enabled in rele-
vant scenarios. Our findings highlight the need for context-aware
PETs that provide effective mechanisms for consent negotiation.
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1 Introcution
Camera glasses now resemble conventional eyewear so closely that
they often go unnoticed in everyday settings. Early prototypes, like
Google Glass [10], stood out with their conspicuous design, making
it clear when someone was using them. In contrast, modern prod-
ucts such as those produced by Meta in collaboration with Ray-Ban
[18] are styled to blend in seamlessly. This subtlety makes it easier
for wearers to record daily interactions without drawing attention,
but it also raises pressing concerns about privacy, as bystanders
may be �lmed without their awareness or explicit consent.

Prior research has documented how bystanders experience un-
ease and discomfort around camera glasses, citing ambiguity about
when and how recording occurs [8]. In response, researchers have
proposed various privacy-enhancing technologies (PETs), such as
automated face blurring and blocking tools [41, 57]. While these
tools provide baseline protection, they erase valuable social cues
such as expressions [46], diminishing recording value while o�ering
no avenues for content restoration. Other PETs exploring opt-out
mechanisms prove impractical because they require bystanders
to actively signal their privacy preferences [25, 34]. Existing opt-
in mechanisms, such as explicit hand gestures, require real-time
negotiations between wearers and bystanders. These interactions
can be socially awkward, ambiguous in meaning, and provide no
enforceable privacy guarantees. Practical solutions must therefore
address the needs of both groups, support consent negotiation, and
establish enforceable privacy protections [3, 61]. Opt-in1 privacy-
by-default mechanisms are well-suited to meet these requirements,
yet remain under-explored.

We conduct a qualitative user study to examine how wearers and
bystanders perceive opt-in, privacy-by-default PETs for wearable
camera glasses. In particular, we answer the following research
questions:

RQ1 What are the privacy needs of bystanders in the context of
privacy-by-default, opt-in mechanisms for wearable camera
glasses?

1Opt-in refers to approaches where privacy protection is the default and restoration
occurs only with explicit bystander consent. In contrast,opt-outrefers to approaches
where recording proceeds by default and bystanders must actively intervene to restrict
it.

RQ2 What are the usability requirements of wearers in the con-
text of privacy-by-default, opt-in mechanisms for wearable
camera glasses?

To address these questions, we required a concrete opt-in,
privacy-by-default PET. Existing solutions were either opt-out,
lacked enforceable protections, or did not o�er consent-based
restoration. Since no system satis�ed these requirements, we devel-
oped a novel opt-in privacy-by-default protocol for camera glasses
to enable our subsequent exploration of user perceptions. Our pro-
tocol applies automatic face blurring at the point of capture and
supports consent-based restoration. It also o�ers AI-based synthetic
face replacement to enhance media quality without compromis-
ing bystander privacy. We implement and evaluate our protocol to
demonstrate a realizable system rather than a purely speculative
design.

Using this protocol, we conduct a qualitative study with# =18
participants (9 wearers and 9 bystanders). Participants interacted
with the protocol interface and discussed their perceptions in semi-
structured interviews.

Our work makes two key contributions.First, we provide an
empirical account of how wearers and bystanders experience and
negotiate opt-in, privacy-by-default PETs for camera glasses, focus-
ing on their privacy needs, usability requirements, and the social
dynamics of consent-based restoration.Second, we implement and
evaluate a novel three-tier protocol, demonstrating that an opt-in
privacy-by-default design is technically viable on wearable-class
hardware. To our knowledge, this is the �rst study to examine both
wearer and bystander perceptions of a privacy-by-default protocol
for camera glasses that combines default on-device obfuscation
with consent-based restoration.

Our �ndings reveal three key insights: (1) consent-based restora-
tion can e�ectively mediate privacy needs, but its usage for both
wearers and bystanders is highly context-dependent; (2) bystanders
strongly supported mandatory opt-in obfuscation mechanisms; and
(3) wearers found certain protocol features cumbersome but were re-
ceptive to a more context-dependent way of applying and relaxing
the protocol.

These �ndings inform the design of opt-in, privacy-by-default
PETs and highlight implications for devices that balance meaningful
recording with the rights of those recorded. We also highlight how
technology-mediated consent mechanisms intersect with the often
implicit social negotiations surrounding privacy.

2 Related Work
Research on privacy for camera glasses spans HCI, computer vision,
security, and policy. To situate our contribution, we structure prior
work into four areas: usage and adoption, bystanders' perspectives,
wearers' perspectives, and privacy-enhancing technologies.

2.1 Usage of Camera Glasses
Camera glasses build on a long history of wearable innovation
[8, 30, 48], evolving from early prototypes such as Google Glass and
Snapchat Spectacles [10,47] to recent Meta�Ray-Ban collaborations
[18,31]. A central shift in this trajectory has been design philosophy:
whereas early devices were visibly futuristic, newer models are
fashionable and often indistinguishable from regular eyewear [3,
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10, 18, 31]. Zuidhof et al. argue that this transition is not merely
aesthetic but sociotechnical, as these devices mediate relations
between wearers and bystanders [61], and their inconspicuousness
is central to modern privacy challenges [15].

Although research highlights diverse functional applications of
smart glasses [2, 29, 42, 58], adoption is driven largely by social
use. Bipat et al. [4] found that wearers primarily value hands-free,
�rst-person video for natural and authentic documentation. These
same qualities raise ethical and privacy risks: the discreet form
factor obscures recording, leaving bystanders uncertain if they are
being captured [15]. Images may reveal sensitive details about lo-
cations, activities, or associations without consent [52, 59], and
advances in real-time facial recognition make large-scale identi�ca-
tion increasingly feasible [7, 34, 52], eroding anonymity in public.
Early lifelogging studies showed that in the absence of safeguards,
users improvised social protocols, such as turning cameras away
or verbally negotiating consent, to manage bystander privacy [16].

2.2 Bystanders' Perspectives
Bystanders have been the subject of several studies regarding cam-
era glasses and other wearable recording devices. Denning et al. [8]
established that bystander reactions to these devices are often neg-
ative and rooted in the fact that camera glasses could record them
with ease and subtlety. A key �nding was that bystanders desire to
be asked for permission before being recorded. A large-scale survey
by Niu et al. [33] demonstrated that a person's role as a bystander
does not directly correlate with their level of discomfort. Instead,
privacy preferences are dictated by the context of the situation,
such as the perceived sensitivity of the activity being recorded.

A study by Koelle et al. [22] on consent mechanisms found that
bystanders feel social discomfort when using explicit opt-out ges-
tures toward being recorded, and instead may silently accept pri-
vacy infringements. Zhao et al. [60] studied bystanders with visual
impairments and found that standard visual privacy indicators,
such as LED lights, are inaccessible to this group. Another study on
user attitudes towards camera glasses found that bystanders had
signi�cantly more negative attitudes towards the glasses compared
to smartphones or webcams, particularly in public contexts, and
therefore recommended that they only be used for specialized tasks
with clear purposes [23].

2.3 Wearers' Perspectives
As wearable recording devices have become increasingly common
over the past decade, researchers have explored their usage and
broader implications in real-world contexts [23, 43]. Hoyle et al.
[16] investigated the use of lifelogging devices and found that users
actively avoid sharing images that might compromise bystander
privacy. Bipat et al. [4] found that the use of camera glasses is
shaped by both personal preferences and prevailing social norms,
with wearers actively assessing the contextual appropriateness of a
situation before recording.

Bhardwaj and Ponticello et al. [3] further investigated the ethical
burden placed on wearers by current camera glasses and found that
many wearers feel personally responsible for protecting bystander
privacy. In the absence of adequate technical solutions, participants

reported developing their own mitigation strategies, such as record-
ing under non-sensitive circumstances only or simply not wearing
the glasses under certain situations. The study highlighted the
need for a privacy-preserving mechanism that removes this burden
from the wearers and advocated for the development of privacy-
mediating technologies that do not rely solely on interpersonal
trust to manage these tensions.

While prior work has begun to examine how wearers navigate
the social and ethical complexities of smart glasses, it highlights
a critical gap: the need for systems that relieve wearers of the
responsibility of managing bystander privacy.

2.4 Existing Privacy Enhancing Technologies
(PETs)

Current camera glasses rely on audio and visual cues such as cap-
ture LEDs and clicking sounds to signal recording. These cues are
intended as privacy indicators but have proven ine�ective. Port-
no� et al. [ 39] showed that fewer than 50% of users noticed LEDs
during computer tasks and under 5% during written tasks. Koelle
et al. [22] similarly criticized LEDs for poor visibility, clarity, and
trustworthiness. Bhardwaj and Ponticello et al. [3] con�rmed that
both audio and visual indicators fail to reliably notify bystanders.
Collectively, these studies show that current indicators fall short in
addressing bystander concerns.

PETs attempt to address this gap but remain limited. Systems
such as ScreenAvoider [24] protect speci�c contexts, such as pre-
venting cameras from capturing sensitive computer screens, while
others (FaceBlock, SnapMe, SelfFlag, I-Pic [1, 13, 27, 57]) require
bystanders to broadcast policies. These assume static preferences,
lack restoration if consent is later granted, and rely on an opt-out
model where recording occurs by default. This shifts the burden to
bystanders, who must install apps, wear devices, or use gestures,
creating major usability challenges.

Cloud-based systems such as EgoBlur [41] adopt a privacy-by-
default approach by blurring all faces. While protective, this method
only permits permanent blurring and depends on external servers,
raising concerns about exposing sensitive data. Krombholz et al.
[25] evaluated PET concepts including a Privacy App, Privacy Fab-
ric, and Privacy Bracelet, all requiring bystander action. Participants
were particularly wary of the Privacy App's reliance on third-party
servers, viewing it as a serious privacy risk.

3 Protocol Design
To ground our exploration ofRQ 1 andRQ 2 in empirical insights,
we propose and implement a novel opt-in, privacy-by-default pro-
tocol for camera glasses [19]. Our implementation enables our user
study by demonstrating the feasibility of such PETs. We outlined the
following design goals based on the current limitations of camera
glass PETs outlined in Section 1 and Section 2.4:

RQ1 Privacy by Default:The protocol must follow an opt-in model
that ensures bystander privacy is protected automatically,
without requiring any indication of preference or explicit
action from the wearer or bystander.
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RQ2 Dual Support:The protocol must balance the needs of both
wearers and bystanders by providing mechanisms that safe-
guard bystander privacy while providing a practical record-
ing experience for wearers.

RQ3 Minimize Third-Party Reliance:The protocol must not rely
on sharing recorded media with any third party.

Based on our design goals, we develop an on-device privacy-
enhancing obfuscation mechanism where all media recorded by
camera glasses will have the faces of bystanders blurred by default.
This shifts the responsibility for privacy protection away from both
the wearer and the bystander and instead places it on the system
itself. We chose blurring as our default obfuscation method due to
its e�ectiveness in providing a baseline level of obfuscation [26, 54]
and its ability to be performed on small devices, such as camera
glasses. Additionally, our protocol o�ers two alternative options
for users to replace the blurred faces in the recorded media. We
�rst introduce a novel consent-based face restoration mechanism
that relies on a Trusted Third Party (TTP) to send consent requests
to bystanders. In line with our design goals, no recorded media is
shared with the TTP during this process. Prior research highlights
that wearers often �nd it tedious or infeasible to obtain consent in
crowded or dynamic environments, where interactions may last
only a few seconds [3]. Our approach allows wearers to restore the
original media later if consent is granted. Leveraging a TTP provides
a practical solution, as the widespread adoption of digital platforms
ensures that most individuals can be easily onboarded. Secondly,
we include a feature that allows users to use AI-based synthetic face
replacement to replace the blurred face with an AI-generated face.
Existing research shows that synthetic face replacement can be an
e�ective method for improving video quality while also protecting
bystander privacy [12, 55].

3.1 Threat Model
Our protocol is designed for both wearers and bystanders by pro-
viding strong privacy and security guarantees for bystanders and
suitable alternatives for wearers. While a determined wearer could
bypass protections by simply using an unrestricted device, we
nonetheless adopt a rigorous threat model that includes adversarial
wearers to ensure strong privacy guarantees under well-de�ned
conditions. Side-channel attacks and direct �rmware compromise
are out of scope. We focus on three primary adversaries:

(1) Malicious Wearer: The attacker has access to the smart
glasses and the companion smartphone. They may jailbreak
the phone to attempt to extract raw unblurred frames, or
identify bystanders. However, the wearer cannot compro-
mise the smart glasses themselves.

(2) Compromised Cloud Operator: The TTP handling con-
sent is assumed honest-but-curious, yet vulnerable to exter-
nal attack or legal coercion. Such an adversary may inspect
server memory, storage, or tra�c to obtain blurred or un-
blurred media. Cloud operators colluding with malicious
wearers is out of scope and the wearer's companion mobile
device does not allow the companion app to share recorded
media with the cloud operator.

(3) On-Path Network Attacker: Monitors, intercepts, or mod-
i�es tra�c between glasses, phone, and cloud. Their goal is

to intercept recorded media or encrypted data and attempt
to decrypt it o�ine.

Based on our design goals and threat model, we implemented our
protocol through a three-tiered architecture shown in (Figure 2).

3.2 Tier 1 - On-Device Blurring (Camera
Glasses)

Tier 1 operates entirely on the smart glasses and implements the
core obfuscation mechanism. For every recorded frame (image
or video), a lightweight face detector identi�es bounding boxes
for each face. For each detected face, three key operations are
performed:

(1) Landmark Extraction: Facial landmarks are extracted us-
ing a lightweight model. These will later support expression-
preserving AI face replacement.

(2) Embedding Generation: A compact face embedding [44]
is computed to uniquely (and irreversibly) represent each
bystander. For videos, we use a tracking-based approach to
only compute one embedding for a face stream (same face
across frames). This embedding will later be used to identify
the bystander for potential consent requests. In the case of a
person leaving and re-entering the video, the tracking-based
approach will consider this as a new face stream (distinct by-
standers). We will discuss how to �x this issue in Section 3.4.

(3) Encryption: Each person's face region is encrypted using a
unique symmetric key (AES 128 bits from the OS's CSPRNG)
generated randomly for that individual. Using one key per
person enables selective restoration of speci�c individuals.
This same key is also used to encrypt the corresponding
face embedding, ensuring consistent and secure encryption
across frames. To protect this symmetric key, it is then en-
crypted using the public key of a TTP. This ensures that only
the TTP can decrypt the key and that the wearer cannot
access the original faces or embeddings without consent.

Finally, a Gaussian blur is applied to each detected face in the
frame 3. Sensitive data like encrypted symmetric keys are stored in
the glasses' Trusted Execution Environment (TEE) [40]. The follow-
ing data is then transmitted to the wearer's phone upon pairing and
subsequently deleted from the camera glasses: the blurred media,
encrypted facial regions, encrypted face embeddings, unencrypted
facial landmarks, and the symmetric key (encrypted with the TTP
public key). Facial landmarks remain unencrypted, as they are not
typically considered to contain personally identi�able information.
Although some research [50] suggests that identi�cation from land-
marks may be possible in rare forensic scenarios with small suspect
pools; this risk is signi�cantly lower on a larger scale such as ours.
As an additional security measure, we add adversarial systematic
random noise like shifting key features like the nose or eyes by
notable o�sets to further obfuscate the data.

A crucial security consideration for Tier 1 computation is the
mechanism by which the camera glasses obtain and maintain the
TTP's public key. Because the glasses lack native Wi-Fi or cellular
connectivity and therefore cannot obtain keys directly, key distri-
bution must occur through the paired mobile device.

The TTP's public key is selected from a pool of valid keys that
the glasses obtain by establishing a secure Bluetooth channel with
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Figure 2: Overview of the three-tier privacy protocol: Tier 1: on-device blurring with encrypted embeddings; Tier 2: optional synthetic face
replacement; Tier 3: consent-based restoration via a TTP with steps 1 to 6 marked.

the paired mobile device. The mobile device (which has full network
connectivity) retrieves the current list of TTP public keys from a
designated Key Management Server (KMS) or the TTP's infrastruc-
ture. This list is digitally signed by the camera manufacturer's Root
Key. The device then transfers the signed key list to the glasses over
the secure Bluetooth channel. The glasses verify the manufacturer's
signature using the Root Public Key that is permanently embedded
in the �rmware. If veri�cation succeeds, the glasses accept and use
the new TTP public key for wrapping bystander encryption keys.

This dynamic key-delivery process supports secure key rotation
and revocation. To prevent a malicious wearer from evading up-
dates, the camera glass �rmware is required to periodically request
a fresh signed key list. Since embedded root public keys are intended
to be long-lived, rotating them is out of scope, but still possible if
the vendor embeds multiple root keys and uses a controlled update
to deprecate one and activate another.

3.3 Tier 2 - Synthetic Face Replacement
(Companion Phone)

Tier 2 runs on the companion phone and can be used to improve
the viewing experience without compromising privacy. It uses the
blurred media from Tier 1 along with the unencrypted facial land-
marks to replace AI-generated faces for each blurred region. These
synthetic replacements preserve natural facial expressions and
movements while anonymizing the bystanders' identity. We chose
synthetic face replacement to provide a visually consistent alterna-
tive to simple blurring or consent requests and support contexts
where aesthetic or interpretability concerns matter (e.g., lifelogging,
productivity reviews) 3.

3.4 Tier 3 - Consent-Based Restoration (TTP
Coordination)

Tier 3 allows the wearer to restore the original faces in the video if
bystanders provide their consent via a TTP 3. To give consent, a
bystander must be a registered member of the TTP platform. The
consent request process is as follows:

(1) The companion phone sends only the encrypted face embed-
ding(s), encrypted symmetric key(s), and metadata (discussed
in section 6.4) about the media to the TTP via a secure SSL
channel along with an authentication token only known to
camera glasses and the paired mobile device, generated upon

initial pairing (Figure 2, Tier 3-Step1
 ). The camera glasses
will have added this token to the encrypted data at the point
of capture. The TTP authenticates this request by matching
the authentication token shared by the mobile device with
the token added by the camera glasses (after decrypting it).
This ensures only the paired mobile device can make a valid
consent request for the associated recording.

(2) The TTP decrypts the symmetric key(s) using its private key,
then uses the symmetric key(s) to decrypt the correspond-
ing embedding(s). If there are multiple embeddings (in case
of a video), the TTP will compute the similarity between
these embeddings, and if it �nds two or more embeddings
with a high similarity threshold, it will merge their corre-
sponding face streams (face across frames) into one stream
and treat them as a single bystander. This will resolve the
issue with the same bystander leaving and re-entering the
video. The �nal embedding(s) are then compared with a ref-
erence database of embeddings to identify the bystander(s)
(Figure 2, Tier 3-Step2
 ). Crucially, the identi�cation pro-
cess is governed by a strict, pre-de�ned similarity threshold
to mitigate the risk of misidenti�cation. Only embeddings
that exceed this threshold are considered a match and sent
a consent request. This threshold should be �netuned to
ensure that ambiguous matches are deliberately �ltered out
and never proceed to the consent stage, thus providing a
strong privacy guarantee against inadvertently asking non-
matching or misidenti�ed individuals for permission. The
speci�c threshold depends on the similarity matching al-
gorithm/model. For our proof of concept, we used a naive
cosine similarity algorithm with a 0.65 threshold based on
initial testing on a prototype database of 15 face embeddings.

(3) Upon �nding a match, the TTP sends a consent request
to the identi�ed bystander(s) through their pro�les on the
TTP's platform (Figure 2, Tier 3-Step3
 ). Once this match is
identi�ed, the TTP must delete the face embeddings.

In order to give consent bystanders must enroll their face embed-
dings through an initial veri�cation process when signing up with
the TTP. This veri�cation can be carried out through an identity
authentication mechanism such as an active liveness check. This
authentication mechanism will ensure fake accounts cannot be
used to grant consent, as the embeddings will be computed during
the active liveness check. The embeddings could also be computed
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from the existing pro�le pictures of the bystanders on the TTP
platform (e.g., a trusted entity like Meta or Google), but it is crucial
to have another robust authentication mechanism for fake pro�les
in this scenario [21, 45]. It is important to note that the embeddings
cannot be computed without the explicit knowledge and informed
consent of the person. Additionally, if a bystander has not opted
into the system or does not have a registered pro�le with the TTP
platform, they will not receive consent requests. As a result, their
face will remain blurred, preserving privacy by default 3.

If a match is found, the bystander is sent a consent request
through the TTP platform. The exact medium for the consent re-
quest could vary, such as the TTP pro�le, email, or SMS. The consent
request includes metadata about the recording. This metadata may
include the identity of the requesting wearer, a timestamp, dura-
tion, approximate location, or a personalized message from the user
describing the purpose of the request. We do not specify the exact
metadata included since it represents a crucial tradeo� between
contextual transparency (to support informed consent from the
bystander) and minimizing third-party exposure (to uphold design
principle three). This tradeo� is discussed in section 6.4 and left
open for further research and community debate.

If the bystander grants consent (Figure 2, Tier 3-Step4
 ), the
TTP transmits the decrypted symmetric key securely (e.g., via SSL)
to the companion phone (Figure 2, Tier 3-Step5
 ). This companion
phone is identi�ed as the same device that made the initial consent
request. Note: In the case of a video where the same bystander
enters and exits the frame repeatedly, the TTP will send the keys
for all face streams corresponding to that bystander. It is important
to note that these symmetric key(s) are only valid for the bystander
who provided consent and cannot be used to decrypt face regions
for other bystanders in the media. The symmetric keys should
be deleted by the TTP after successful transmission; regardless,
our split-key protocol design ensures the symmetric keys cannot
be used maliciously by the TTP. The phone then decrypts the
corresponding face regions using these key(s) and merges them
into the original media, thus restoring the original face (Figure 2,
Tier 3-Step6
 ). Crucially, all decryption and restoration processing
occurs locally on the wearer's phone 3.

The number of requests the TTP must handle is a key scalability
factor for Tier 3 computation. We make several optimizations to
mitigate this overhead: Tiers 1 and 2 operate entirely on the glasses
and companion phone, minimizing TTP involvement, and Tier 3
computation occurs only when the wearer requests consent. Addi-
tionally, the TTP only processes encrypted keys, embeddings, and
metadata instead of raw media, signi�cantly reducing data transfer
and network latency overheads. Finally, its computation is limited
to lightweight similarity matching, keeping compute costs low.

3.5 Protocol Limitations
Since reliably identifying and obtaining consent for a speci�c per-
son's audio stream across a range of di�erent scenarios is technically
not feasible at this point in time, we do not include audio privacy
as part of our obfuscation-restoration mechanism. However, this is
a technological limitation rather than an architectural limitation,
and our protocol design supports an audio obfuscation-restoration
mechanism as the technology progresses.

Additionally, our protocol relies on transmitting unencrypted
facial landmarks to the mobile device to support synthetic face
replacement. Although landmarks are not typically treated as per-
sonally identi�able information and we take steps to reduce associ-
ated risks, some potential for re-identi�cation still remains. Future
work should address this limitation by exploring landmark-free
approaches to synthetic face replacement.

Furthermore, our protocol temporarily stores encrypted face
regions to support future consent requests. Although this data is
encrypted, it introduces potential risks if, for example, the TTP's
private key is compromised or the encryption scheme becomes
vulnerable. To limit this exposure, the wearer's companion app
automatically deletes all encrypted face regions or embeddings if
consent is not requested or granted within a �xed time window.
We also acknowledge the possibility of the TTP attempting to mali-
ciously ex�ltrate encrypted data from the wearer's phone via the
companion app, but these edge cases are blocked by the compan-
ion phone's strict permission model, which prevents the app from
transferring such data. TTP-Wearer collusion could also present a
new threat angle, where either party may break the key-data split
but such cases are beyond the scope.

4 Implementation and Evaluation
We implemented our protocol on wearable-class hardware and
evaluated performance across blurring accuracy for Tier 1, visual
�delity for Tier 2, and associated system cost for Tier 1. Our goal is
to con�rm the technical viability of privacy-by-default architectures
on resource-constrained devices and provide a concrete, realizable
foundation for our subsequent investigation of user perspectives.

4.1 Implementation
The main feasibility concern lies in whether camera glasses can han-
dle the on-device computation described in Tier 1. To assess this, we
implement Tier 1 of our protocol on a Raspberry Pi 4 Model B [38]
with a Pi Camera module V1.3 [49], serving as a stand-in for the
Snapdragon AR1 Gen 1 [40] platform that powers the current Meta
Ray-Ban collection [18]. Table 1 shows a comparison of the compu-
tational capability of both platforms. The Raspberry Pi has a slightly
slower CPU, lacks dedicated machine learning accelerators such as
NPUs or tensor cores, and its VideoCore VI GPU is limited to basic
video processing and lightweight 3D rendering. The Tier 1 pipeline
uses a three-thread model: a read thread loads frames into a queue,
a processing thread performs blurring and encryption and passes
results to a write queue, and a write thread collects the frames from
the write queue and stores them. This prevents processing delays
from blocking frame reading.

We implement Tier 2 using conventional face warping methods
and MobileFaceSwap (MFS) [56], a mobile-optimized deep learning
architecture for face swaps. For each bystander, a suitable synthetic
identity (based on skin tone and landmark alignment) is selected
from a database of AI-generated faces. Once a synthetic face is
chosen, we apply a geometric warping pipeline using a�ne trans-
formations to align the synthetic face on top of the blurred area
and then apply MFS (with the same synthetic face) to reduce visual
artifacts such as discontinuities and misaligned features.
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Table 1: Hardware speci�cations: AR1 Gen 1 vs RPi 4 Model B.

Speci�cation AR1 Gen 1 RPi 4 Model B

CPU 4 cores @1.9 GHz 4 cores @1.8 GHz
Architecture 64-bit 64-bit
GPU Adreno VideoCore VI
NPU Yes No
Tensor Accel. Yes No
Memory LPDDR4 LPDDR4

We implement Tier 3 by simulating the role of the TTP on a
remote server equipped with a prototype database of 15 bystanders.
Once a bystander provides consent, we execute the following de-
cryption and restoration mechanism through a companion Android
application.

4.2 Evaluation
We structure our evaluation across three dimensions: privacy pro-
tection, visual utility, and system cost. Privacy protection quanti�es
the e�ectiveness of our Tier 1 blurring pipeline using Average Pre-
cision and Average Recall, following the MS-COCO protocol [28].
We compare the results of our privacy protection evaluation against
EgoBlur, a SOTA face blurring PET [41]. Visual utility measures the
perceptual quality of Tier 2 synthetic replacement by using standard
perceptual metrics like Fréchet Inception Distance [14] and Struc-
tural Similarity Index [51]. Since our synthetic face replacement
pipeline operates on blurred faces, we compare our performance
against a baseline of applying MFS directly on unblurred faces.
System cost captures the latency and energy overhead of Tier 1 on
the Raspberry Pi 4 during blurring and encryption compared to
a baseline of regular video recording (protocol disabled). We also
evaluate the storage overhead for encrypted face packets compared
to a baseline average video size. Privacy protection and visual utility
evaluations were conducted on a custom curated dataset of videos
recorded using the Rayban Meta Stories glasses [31]. The dataset
was categorized across a varying number of bystanders, distances,
and movement scenarios (see GitHub [20]). System cost evaluations
were conducted on live videos (following the same categorization)
recorded using the Pi Camera Module in order to avoid underesti-
mating camera I/O costs. Table 2 shows summarized results from
all three evaluation dimensions.

Our results demonstrate that opt-in, privacy-by-default smart
glasses are practically feasible, even when evaluated on a relatively
constrained development platform. The Tier 1 privacy pipeline
demonstrates robust e�cacy, with the initial blurring stage achiev-
ing high precision and recall comparable to existing methods, even
within constrained environments. The secondary synthetic replace-
ment stage successfully maintains high visual �delity, yielding re-
construction quality competitive with SOTA swapping techniques
on unblurred faces. While implementing these protection mecha-
nisms introduces moderate increases in processing latency, energy
consumption, and storage requirements compared to baseline oper-
ations, the computational overheads remain manageable. Further-
more, the protocol ensures e�cient resource utilization by imposing
no latency and storage burdens, alongside only a minimal increase

in energy usage when no bystanders are detected. Additional imple-
mentation details and extended quantitative results for each dataset
category are available in our GitHub repository [20].

5 Study
We conducted a qualitative study to examine wearer and bystander
perceptions of opt-in, privacy-by-default mechanisms for camera
glasses. Our protocol enabled this investigation by providing partic-
ipants with a functional system in order to ground their responses
in a realizable system.

The study employed a two-phase design with two participant
groups: wearers and bystanders. Wearers were provided with the
Meta Ray-Ban Stories [31] during a one-week onboarding period.
Since identifying and recruiting natural smart-glass users was not
feasible due to the limited adoption of such devices, the onboard-
ing period served as a methodologically grounded alternative that
simulated real-world use. It allowed wearer participants to become
familiar with the technology and provided a realistic experience
akin to that of someone who had recently acquired camera glasses,
thereby improving the ecological validity of our study. Following
onboarding, wearers participated in an in-person interview ses-
sion. Bystander participants proceeded directly to the in-person
interview, as their role required no prior device exposure.

5.1 Recruitment
We recruited participants from our university community. While
we recognize that this population is not representative of all de-
mographics, it is particularly well-suited for examining initial per-
ceptions of opt-in privacy mechanisms in camera glasses, as this
demographic represents early technology adopters likely to en-
counter such systems as they emerge [37].

We employed a non-probability sampling strategy that combined
purposive and quota sampling to ensure diversity in our partici-
pant pool. For both groups, we began recruitment by posting in
the university's private student Facebook group (Figure 3 summa-
rizes the recruitment process), directing interested participants to
a screening survey. The screening survey collected demographic
data, consent information, and participant preference for being
recruited as a wearer or bystander. The survey also contained a
detailed description of the tasks expected from both groups. While
we accepted participants on a rolling basis, we used quota sampling
to ensure gender balance among both wearer and bystander groups
[35]. Additionally, to achieve greater diversity in age and educa-
tional background, we employed purposive sampling to directly
contact university faculty and sta� [36].

Neither participant group was informed of the study's purpose
until the interview session to reduce potential bias. This was par-
ticularly important for the wearer group, as we aimed to avoid
in�uencing their onboarding usage towards a privacy-aware per-
spective. To mitigate the risk of information spreading between
potential participants due to our localized, university-based recruit-
ment, we recruited across departments and asked participants not to
share details about the protocol or interview process. We continued
recruiting participants in each group until the primary interviewers
agreed that no substantial new themes emerged, indicating that
data saturation had been reached.
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Table 2: Evaluation results across all three dimensions. Arrows ( " •# ) indicate the better direction. Theoretical ranges are shown in brackets.
For III System Cost, Priv. Only speci�es the system cost for the core obfuscation-restoration mechanism. Priv. + Syn. includes the additional
cost of landmark detection needed to enable the synthetic face replacement feature. No Byst. speci�es system costs when no bystander is being
recorded.

I. Privacy Protection (Tier 1) II. Visual Utility (Tier 2) III. System Cost

Metric [Range] EgoBlur Ours Metric [Range] Baseline Ours Metric Baseline Priv. Only Priv. + Syn. No Byst.

AP " »0•1¼ 0.935 0.942 FID# »� 0¼ 31.00� 13.8 63.70� 27.8 Storage (MB) 56.16 69.33 69.33 56.16
AR " »0•1¼ 0.974 0.953 SSIM" »0•1¼ 0.76� 0.07 0.61� 0.07 Energy (J) 40.00 67.04 112.05 49.66

PSNR (dB)" »0•1º 15.87� 2.77 12.85� 1.95 Latency (s) 9.98 13.69 22.88 10.02

Figure 3: Overview of our recruitment and assignment work�ow including number of participants at each stage.

Table 3: Participant Demographics and Details

Participant Age Gender Education Usage

W
ea

re
rs

W1 18�24 M High school 7 days
W2 18�24 M High school 7 days
W3 18�24 M High school 11 days
W4 25�34 F Graduate 12 days
W5 25�34 F Graduate 13 days
W6 18�24 F High school 9 days
W7 18�24 M High school 20 days
W8 18�24 F High school 20 days
W9 25�34 M Bachelors 11 days

B
ys

ta
nd

er
s

B1 18�24 M High school �
B2 18�24 F Bachelors �
B3 45�54 M Graduate �
B4 25�34 M Graduate �
B5 25�34 M Graduate �
B6 18�24 M Graduate �
B7 45�54 M Graduate �
B8 18�24 M High school �
B9 18�24 F High school �

Note.Education re�ects the highest completed degree. If, e.g., participants were cur-
rently enrolled in a bachelor's program but had not yet completed it, their education
is reported as high school.

The �nal sample comprised 18 participants (9 Wearers, 9 by-
standers; see Table 3 and Figure 3). One additional wearer enrolled
but withdrew during onboarding due to personal reasons and con-
tributed no data; they are excluded from all analyses. Ages are
reported in ranges to protect participant privacy and comfort.

5.2 Data Collection
Apparatus.We used two pairs of Meta RayBan Stories sunglasses
[31] with identical form except for color. The sunglass form factor
was deemed appropriate as we anticipated primary use in outdoor

settings would align naturally with the local climate and partic-
ipants' daily activities. Although this form factor may constrain
indoor usage, we determined that this limitation did not compro-
mise the study's exploratory objectives. The glasses feature dual
5MP cameras, onboard storage, audio capabilities, and a capture
LED for privacy indication. They allow �rst-person photo and video
capture, with media stored locally and triggered via a temple button.

5.2.1 Phase 1: Onboarding Phase (Wearer Only).To ground insights
in real-world use, wearer participants were provided with a pair of
factory-reset Meta RayBan Stories for a minimum of seven days.
While the target duration was one week, some participants re-
tained the glasses for longer due to scheduling con�icts. Wearers
were instructed to use the glasses as naturally as possible in their
daily lives and document their experiences in daily diary entries
which they were encouraged to keep in order to motivate regular
use of the glasses. We deliberately crafted instructions to avoid
privacy-related themes in order to minimize potential bias. A pri-
vate WhatsApp chat group with three members (the participant
and two lead researchers was created for each wearer participant
to facilitate diary submission and provide regular reminders. Partic-
ipants submitted entries at their convenience and in their preferred
format (text message, voice note, etc.) to minimize frustration and
fatigue [6]. Participants also received an additional PKR 200 for
each diary entry submitted, capped at seven days.

5.2.2 Phase 2: In-Person Session.All participants took part in an in-
person session composed of two stages: a protocol demonstration
followed by a semi-structured interview. Sessions were conducted
by a team of two interviewers.

Protocol Demonstration.Section 4 presented our protocol im-
plementation on Raspberry Pi hardware. However, since the user
study required authentic camera glass capture, we used Meta Ray-
Ban glasses as an abstraction for the users. Participants recorded
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